Jason H. Sands

jason.sands@gmail.com

Summary

Highly experienced IT professional with a strong background in management, cybersecurity, and technical expertise.
Proven track record of driving progress through innovative IT solutions and excellent communication skills.

Education

e Bachelor of Business Administration, Southern Arkansas University, Magnolia, Arkansas (August 1997 -

December 2005)
Skills

e Overseeing employees/volunteers for 20+ years.

e Engineered cross-platform environments from DOS 4.0 / Windows 3.0 to Windows 11 / Server 2022, plus Linux,
BSD, SCO, macOS 9+, Google Workspace, M365/Azure, Intune, Autopilot, Defender, WSUS/SCCM, AD, Exchange,
Debian, OpenOffice, and LibreOffice — full legacy-to-modern coverage.

e Deployed intrusion detection, proxy-based traffic regulation, and antivirus across 2,000 endpoints using pfSense,
IPFire, Cisco Email Security, and Proofpoint Essentials — blocking hourly threats with zero compliance violations
over yearly audits.

Certification: CompTIA A+ COMP105097949, Arkansas WAGE categories.
Project management.
CORE COMPETENCIES

e Cybersecurity & Compliance: NIST CSF | HIPAA | Threat Assessment | DR/BCP | Incident Response | IDS/IPS |
Proxy Traffic Regulation
Firewall & Email Security: pfSense | IPFire | Fortinet | Cisco Email Security | Proofpoint Essentials | VPN
Backup & Disaster Recovery: Veeam | Synology | Macrium Site | iDrive | iDrive 360 | iDrive Mirror | iDrive BMR
| RTO/RPO

e Endpoint Management: WSUS | SCCM | Intune | Autopilot | Defender | Enterprise AV Console | Patch
Automation

e Operating Systems: Debian GNU/Linux | BSD | SCO | macOS 9+ | NT 4.0 - Server 2022 | DOS 4.0+ - Windows

11 | AD | Exchange | M365 | Google Workspace | Azure
Public Safety: LMR | PTToC | Zello Work | Dispatch Consoles | VHF/UHF/TRS | Multi-Agency Interoperability
Infrastructure: High-Availability Linux | Server Hardening | Legacy-to-Cloud Migration

Professional Experience

System Administrator and Cybersecurity Engineer, Timber Country Networks, Magnolia, Arkansas (December

2005 -

Present)

Overseeing 15+ employees/volunteers for 20+ years via Kroger, SAU Tech, TCN, and fire department.
Engineered 9 public safety radio system sites serving 200 users, including full dispatch console system lifecycle
from public bid management to deployment with 100% availability since October 2024.

Architected high-availability GNU/Linux Debian server/desktop environment sustaining 3+ years of continuous
server uptime across 45 core nodes.



Deployed multi-tier backup infrastructure: Veeam Backup & Recovery Community Edition (72% RTO reduction),
Synology NAS (15-minute RTO), Macrium Site, iDrive (25TB offsite), iDrive 360 (Microsoft 365 and Google
Workspace), iDrive Mirror (5-minute RPO), and iDrive BMR (sub-4 hour full recovery).

Managed WSUS + SCCM patching 500 endpoints, reducing vulnerability window from 30 days to 10 days (67%
improvement).

Implemented enterprise anti-virus console covering 500 endpoints, reducing threat detection window 24 hours
to 4 hours (83% faster).

Conducted annual threat assessments and multi-level DR plans for 36 vendors and 12 customers; zero unplanned
downtime exceeding 4 business hours.

Deployed NIST CSF, HIPAA safeguards, and Proofpoint Essentials — zero compliance violations over yearly
consecutive audits.

Architected Zello for First Responders (Zello Work) broadband interoperability with 54 channels and 307 users
plus LMR patch integration across five counties and one parish.

Designed hybrid firewall infrastructure (Fortinet + pfSense + open source) blocking 1,000 monthly threats.

Project Specialist, Round Table Networks, Texarkana, Texas (December 2024 — May 2026)

Led end-to-end client onboarding, network implementation, and technology deployment projects — managing
timelines, resources, and communication from kickoff to completion.

Served as the senior technical escalation point for the service desk, resolving complex, non-standard issues that
fell outside normal workflows.

Stepped into ambiguous, stalled, or high-judgment situations to quickly diagnose root causes and restore
progress — often acting without formal playbooks or step-by-step direction.

Partnered directly with company leadership to scope, plan, and execute client-facing projects, ensuring
alignment between technical delivery and business goals.

Built and maintained institutional knowledge by documenting solutions, configurations, and processes —
reducing repeat escalations and empowering the wider team.

Delivered high-touch client communication throughout project engagements, consistently balancing technical
accuracy with clarity for non-technical stakeholders.

Focused on proactive deployment — implementing new systems and infrastructure.

Worked autonomously in fast-paced, client-facing environments — making independent judgment calls while
maintaining strong team collaboration.

System Administrator, JTS Financial Services, Little Rock, Arkansas (July 2022 - August 2023)

Work with C-levels daily. Attend, provide input, and provide reports for C-level meetings.
Managed IT purchases, expenses, and reduction strategies

Provided cybersecurity recommendations and implemented approved measures
Reduced software expenses through eliminations, negotiations, and alternative software
Created and provided scripts to Kandji, Atera, and Cisco Umbrella

Managed Microsoft 365, Intune, Autopilot, Endpoint, Defender, Compliance, and MFA
Built custom images and decommissioned out-of-box processes

Managed vulnerability assessments and automation through PowerShell scripting

Computer Engineering Technology Instructor, Southern Arkansas University Tech, Camden, Arkansas
(November 2019 - June 2022)

Create new network clients and network server programs using creative courseware with no budget.
Create and implement security week in network server class using creative courseware with no budget.
Oversee the ordering of supplies and equipment for CE department and maintain up to date inventory.



Tools Development Support, ComResource, Columbus, Ohio August 2011 to July 2019, 94% remote
e Managed departmental servers and performed security assessments

Worked with cloud vendors on security, support, upgrades, pricing, and other tasks
Collaborated with internal security teams on vulnerabilities and worked with vendors to patch them

[ ]
o Tested applications and reported results to developers
e Technical sales capacity delivering a high percentage of renewals.

Senior Field IT Analyst-Project Manager- Acquisition Coordinator, USA Drug, Little Rock, Arkansas - August

2009 to January 2011
e Managed departmental servers and performed security assessments
e Worked with cloud vendors on security, support, upgrades, pricing, and other tasks
e Collaborated with internal security teams on vulnerabilities and worked with vendors to patch them
[ ]

Tested applications and reported results to developers



Volunteer Experience

Adyvisory Board, FBI Little Rock Citizens’ Academy (June 2014 — December 2025)
e Served as social media administrator, managing online presence and engagement
® Assisted the coordinator and board with various tasks and initiatives
e Utilized technical expertise as a Microsoft 365 Administrator and Google Workspace Administrator to support
the organization's IT needs

Program Committee, InfraGard Arkansas Members Alliance (IAMA) (June 2013 - April 2020)
e Contributed to the partnership between the FBI and public and private sectors, fostering collaboration and
information sharing
e Helped create the agenda for quarterly meetings, ensuring relevant and engaging topics for members

President, Mt Vernon Fire Department, Waldo, Arkansas (August 1993 - Present)

e Served as Fire Chief from August 2001 to February 2010, leading the department's emergency response efforts

e Currently serving as President (May 2022 - present), overseeing the department's overall strategy and direction

e Successfully managed multiple projects simultaneously (5-10 at a time), ensuring efficient use of resources and
timely completion

e Oversaw day-to-day operations, including supervising the Fire Chief and ensuring the department's readiness to
respond to emergencies
Trained, instructed, and directed a team of 18 firefighters, promoting a culture of safety and excellence
Secured and managed grants to support the department's operations and initiatives, ensuring the continued
provision of critical services to the community

e Utilized technical expertise as a Microsoft 365 Administrator and Google Workspace Administrator to support
the department's IT needs and enhance communication and collaboration

Technical Consultant, Columbia County Firefighter’s Association, Magnolia, Arkansas

e Designed and implemented Zello and Zello for First Responder PTToC applications, enhancing emergency
response capabilities.

® Maintained and administered 53 Zello for First Responder channels, 29 gateways, and 290+ user accounts across
6 counties, ensuring reliable and efficient communication

e Pioneered the development of a county-wide email system, connecting 16 departments and improving
communication and collaboration

e Improved county-wide communication with zone voters, leveraging tools such as Who's Responding, TTD, and
Zello to enhance emergency response and public safety

e Spearheaded the transition from Who'’s Responding to TextMeOut, resulting in cost savings of $3,600 per year
and improved efficiency

e Utilized technical expertise as a Google Workspace Administrator to support the organization's IT needs and
enhance communication and collaboration



